sn 

= O 
= -J 

; to 



^ ^ Please type a plus sign (+) inside this box [+] pto/sb/os (12/97) 

yK ^ ^ Approved for use through 09/30/00. 0MB 0651-0032 

= 01 Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 

^= * ■ Und er the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information unless it displays a valid OMB control number 



H UTILITY PATENT APPLICATION TRANSMITTAL £ 

(Only for new nonprovisional applications under 37 CFR 1 .53(b) 

Attorney Docket No. 8Q398.P323 Total Pages _2_», 



First Named Inventor or Application Identifier Brant L. Ca ndelore. et al. g« 

Express Mail Label No. EL234215292US 



H<F\ 



ADDRESS TO: Assistant Commissioner for Patents 
Box Patent Application 
Washington, D. C. 20231 



APPLICATION ELEMENTS 

See MPEP chapter 600 concerning utility patent application contents. 

1 . X Fee Transmittal Form 

(Submit an original, and a duplicate for fee processing) 

2. X Specification (Total Pages 21 ) (+ coversheet) 

(preferred arrangement set forth below) 

- Descriptive Title of the Invention 

- Cross References to Related Applications 

- Statement Regarding Fed sponsored R&D 

- Reference to Microfiche Appendix 

- Background of the Invention 

- Brief Summary of the Invention 

- Brief Description of the Drawings (if filed) 

- Detailed Description 

- Claims 

- Abstract of the Disclosure 

3. JL_ Drawings(s) (35 USC 1 1 3) (Total Sheets 4J 

4. X Oath or Declaration (Total Pages _5_) (unexecuted) 

a. Newly Executed (Original or Copy) 

b. Copy from a Prior Application (37 CFR 1 .63(d)) 

(for Continuation/Divisional with Box 1 7 completed) (Note Box 5 below) 

j. DELETIONS OF INVENTOR(S) Signed statement attached deleting 

inventor(s) named in the prior application, see 37 CFR 1 .63(d)(2) 
and 1.33(b). 

5. _ Incorporation By Reference (useable if Box 4b is checked) 

The entire disclosure of the prior application, from which a copy of the oath or 
declaration is supplied under Box 4b, is considered as being part of the 
disclosure of the accompanying application and is hereby incorporated by 
reference therein. 

6. Microfiche Computer Program (Appendix) 



12/01/97 



PTO/SB/05 (12/97) 



Nucleotide and/or Amino Acid Sequence Submission 
(if applicable, all necessary) 

a. Computer Readable Copy 

b. Paper Copy (identical to computer copy) 

c. Statement verifying identity of above copies 

ACCOMPANYING APPLICATION PARTS 

8. _ Assignment Papers (cover sheet & documents(s)) 

9. _ a. 37 CFR 3.73(b) Statement (where there is an assignee) 

b. Power of Attorney 

1 0. _ English Translation Document (if applicable) 

1 1 . _x a. Information Disclosure Statement (IDS)/PTO-1 449 

_X b. Copies of IDS Citations 

12. Preliminary Amendment 

1 3. x Return Receipt Postcard (MPEP 503) (Should be specifically itemized) 

14. _ a. Small Entity Statement(s) 

b. Statement filed in prior application, Status still proper and desired 

1 5. _ Certified Copy of Priority Document(s) (if foreign priority is claimed) 

16. _ Other: 



17. If a CONTINUING APPLICATION, check appropriate box and supply the requisite information: 

Continuation Divisional Continuation-in-part (CIP) 

of prior application No: _ 



1 8. Correspondence Address 

Customer Number or Bar Code Label 



(Insert Customer No. or Attach Bar Code Label here) 



or 

X Correspondence Address Below 



NAME Maria McCormack Sobrino. Rea. No.: 31.639 74a^ X g ^Wn Oxl JUi^O 

BLAKELY, SQKOLOFF. TAYLOR & ZAFMAN LLP LJ. 



ADDRESS 12400 Wilshire Boulevard 
Seventh Floor 



CITY Los Anaeles STATE California ZIP CODE 90025-1026 



Country U.S.A. TELEPHONE _(408)_720^598__ FAX (408)720-9397 



12/01/97 



PTO/SB/05 (12/97) 
Approved for use through 09/30/00. OMB 0651-0032 
Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 



PTO/SB/1 7(08-00) 

Approved for use through 10/31/2002. OMB 0651-0032 
Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displa ys a valid OMB control number. 

FEE TRANSMITTAL FOR FY 2001 

TOTAL AMOUNT OF PAYMENT ($) $1262.00 

Complete if Known: 

Application No. ******* 

Filing Date 10/10/2000 

First Named Inventor Brant L. Candeiore, et al. 

Group Art Unit ******* 

Examiner Name ******* — 

Attorney Docket No. 80398.P323 B== ^ - 

METHOD OF PAYMENT (check one) 

1 . [ x ] The Commissioner is hereby authorized to charge indicated fees and credit 
any over payments to: 

Deposit Account Number 02-2666 

Deposit Account Name 

[ ] Charge Any Additional Fee Required Under 37 CFR 1 .1 6 and 1 .1 7 



2. X Payment Enclosed: 
X Check 

Money Order 

Other 

FEE CALCULATION 

1. BASIC FILING FEE 



Larqe Entity 


Small Entity . 




Fee Fee 


Fee 


Fee 




Code ($) 


Code 


($) 


Fee Description 


101 710 


201 


355 


Utility application filing fee 


106 320 


206 


160 


Design application filing fee 


107 490 


207 


245 


Plant filing fee 


108 710 


208 


355 


Reissue filing fee 


114 150 


214 


75 


Provisional application filing fee 



Fee Paid 
710.00 



SUBTOTAL (1) $ 710.00 



2. EXTRA CLAIM FEES Fee from 

Extra Claims below Fee Paid 

Total Claims 24 -20** = 4 X 18.00 = 72.00 — 

Independent Claims _9_ -3** = 6 X 80.00 = 480.00 

Multiple Dependent = 

**Or number previously paid, if greater; For Reissues, see below. 
Large Entity Small Entity 



Fee Fee Fee Fee 

Code ($) Code ($) Fee Description 

103 18 203 9 Claims in excess of 20 

102 80 202 40 Independent claims in excess of 3 

1 04 270 204 1 35 Multiple dependent claim, if not paid 

109 80 209 40 **Reissue independent claims over original patent 

110 18 210 9 **Reissue claims in excess of 20 and over original patent 

SUBTOTAL (2) $ 552.00 

FEE CALCULATION (continued) 



3. ADDITIONAL FEES 
Large Entity Small Entity 



10/01/2000 



Fee 


Fee 


Fee 


Fee 




Code 


($) 


Code 


($) 


Fee Description 


105 


130 


205 


65 


Surcharge - late filing fee or oath 


127 


50 


227 


25 


Surcharge - late provisional filing fee 
or cover sheet 


139 


130 


139 


130 


Non-English specification 


147 


2,520 


147 


2,520 


For filing a request for reexamination 


112 


920* 


112 


920* 


Requesting publication of SIR prior to 
Examiner action 


113 


1,840* 


113 


1,840* 


Requesting publication of SIR after 
Examiner action 


115 


110 


215 


55 


Extension for response within first month 


116 


390 


216 


195 


Extension for response within second month 


117 


890 


217 


445 


Extension for response within third month 


118 


1,390 


218 


695 


Extension for response within fourth month 


128 


1,890 


228 


945 


Extension for response within fifth month 


119 


310 


219 


155 


Notice of Appeal 


120 


310 


220 


155 


Filing a brief in support of an appeal 


121 


270 


221 


135 


Request for oral hearing 


138 


1,510 


138 


1,510 


Petition to institute a public use proceeding 


140 


110 


240 


55 


Petition to revive unavoidably abandoned 
application 


141 


1,240 


241 


620 


Petition to revive unintentionally 








abandoned application 


142 


1,240 


242 


620 


Utility issue fee (or reissue) 


143 


440 


243 


220 


Design issue fee 


144 


600 


244 


300 


Plant issue fee 


122 


130 


122 


130 


Petitions to the Commissioner 


123 


50 


123 


50 


Petitions related to provisional applications 


126 


240 


126 


240 


Submission of Information Disclosure Stmt 


581 


40 


581 


40 


Recording each patent assignment per 
property (times number of properties) 


146 


710 


246 


355 


For filing a submission after final rejection 
(see 37 CFR 1.129(a)) 


149 


710 


249 


355 


For each additional invention to be examined 
(see 37 CFR 1.129(b)) 


179 


710 


279 


355 


Request for Continued Examination (RCE) 


169 


900 


169 


900 


Request for expedited examination of a design 
application 



Fee Paid 



Other fee (specify) 
Other fee (specify) 



SUBTOTAL (3) $_ 



"Reduced by Basic Filing Fee Paid 



SUBMITTED BY: 



Typed or Printed Name: Maria McCormack Sobrino 



Signature: 



Reg. Number: 31,639 



Date: <XhMs^ id t tOQQ) 



Telephone Number: 



408-720-8300 



Express Mail" mailing label number: EL234215292US 
Date of Deposit: October 10, 2000 

I hereby certify that I am causing this paper or fee to be deposited with the 
United States Postal Service "Express Mail Post Office to Addressee" service 
on the date indicated above and that this paper or fee has been addressed to 
the Assistant Commissioner for Patents, Washington, D. C. 20231 
Kristin Baker 



(Typed or p'rintedname of person mailing paper or fee) 




(Signature ot person mailing paper or fee) 



(Date signed) 



10/01/2000 



-2- 



PTO/SB/17 (10/00) 



Attorney Docket No.: 80398.P323 



PATENT 



United States Patent Application 



For 



METHOD FOR STANDARDIZING THE USE OF ISO 7816 SMART CARDS IN 

CONDITIONAL ACCESS SYSTEMS 



Blakely, Sokoloff, Taylor & Zafman llp 
12400 Wilshire Boulevard 

Seventh floor 
Los Angeles, CA 90025-1026 



"Express Mail" mailing label number EL234215292US 

Date of Deposit: October 10, 2000 

I hereby certify that I am causing this paper or fee to be deposited 
with the United States Postal Service "Express Mail Post Office to 
Addressee" service under 37 CFR 1.10 on the date indicated above 
and is addressed to the Commissioner of Patents and Trademarks, 
Washington, D.C. 20231 

Kristin Baker 

(Typed or printed name of person mailing paper or fee) 



INVENTORS: 



Brant L. Candelore 



William Tseng 



Prepared By: 



(408) 720-8300 



(Signature of person mailing paper or fee) 



Date 



80398.P323 



METHOD FOR STANDARDIZING THE USE OF ISO 7816 SMART CARDS IN 

CONDITIONAL ACCESS SYSTEMS 



CROSS-REFERENCE TO RELATED APPLICATION 

5 This application claims the benefit of the filing date of the Provisional U.S. 

Patent Application entitled "METHOD FOR STANDARDIZING THE USE OF ISO 
7816 SMART CARDS IN RECEIVERS PERFORMING CONDITIONAL ACCESS", 
application number 60/197,147, filed April 14, 2000. 



10 FIELD OF THE INVENTION 

The present invention pertains to the field of conditional access mechanisms. 
More particularly, the present invention relates to standardizing the use of ISO 7816 
smart cards in conditional access systems. 



15 BACKGROUND OF THE INVENTION 

In applications, appliances, computer systems, or other systems where data 
and/or signals are scrambled, encrypted, or protected, there is often a control mechanism 
to allow the descrambling, decryption, or decoding of such data and/or signals. This 
control mechanism is often referred to as a conditional access (CA) system or module. 

20 The CA system may consist of several modules that perform functions. Some of the 
functions may be performed on a card which may be inserted into a system or slot. One 
common form factor is that of a smart card, another is Personal Computer Memory Card 
International Association (PCMCIA). Smart cards have several standards, one is 
International Organization for Standardization (ISO) 7816. Reference will be made to 

25 this specification as ISO 7816. PCMCIA cards have several standards, one is Type 2. 
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Reference to a smart card is to be understood to refer to the ISO 7816 standard unless 
stated otherwise. Reference to a PCMCIA card is to be understood to refer to the 
PCMCIA Type 2 standard unless stated otherwise. 

There are several standards for conditional access systems. In the U.S., one such 
5 standard is the National Renewable Security Standard (NRSS). The NRSS has defined 
two types of CA modules, a NRSS part A module (NRSS-A) with a smart card form 
factor, and NRSS Part B (NRSS-B) with a PCMCIA form factor. In the U.S. some 
other standards are OpenCable™ Host Point Of Deployment Interface Specification 
(POD), and Conditional Access System for Terrestrial Broadcast (ATSC-A70). In 

10 Europe, Digital Video Broadcasting (DVB) organization has defined a CA module 
similar to NRSS Part B called "Common Interface" (CI). 

One of the challenges facing manufacturers building devices that have 
conditional access capability is that they want a standardized method for communicating 
to CA modules. NRSS Part A, which uses the smart card form factor, has technical 

15 implementation issues. NRSS part B modules, which are PCMCIA form factor, are 
expensive, and have some technical issues as well. Devices that may accept a CA 
module include, but are not limited to, televisions (TVs), video cassette recorders 
(VCRs), personal video recorders (PVRs), home jukebox players, set top boxes (STB) 
for terrestrial broadcast, cable, or satellite, etc. Manufacturers want the CA interface 

20 standardized so that the devices can be built in a generic way. The NRSS-A CA card is 

not a typical ISO 7816 smart card, and NRSS-A cards are not readily available. 

A device (set top box, TV, VCR, etc.), which has both a CA interface for an ISO 

7816 smart card, and a POD module typically has two separate interface protocols. 

Different CA protocols for different types of CA modules adds to the complexity of the 
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SUMMARY OF THE INVENTION 

A conditional access system and method are disclosed allowing the use of a 
standard smart card. A computing resource configured to run the conditional access 
protocol has a smart card interface and a software wrapper configured to run on the 
computing resource coupling the smart card interface to the conditional access protocol. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention is illustrated by way of example and not limited by the 
figures of the accompanying drawings in which like references indicate similar elements 
and in which: 

5 Figure 1 is an illustration of a prior art conditional access system; 

Figure 2 illustrates a block diagram of one embodiment of the present invention; 

Figure 3 illustrates another embodiment of the present invention; 

Figure 4 illustrates signal flow in another embodiment of the present invention; 

Figure 5 illustrates resources in one possible embodiment of a conditional access 
10 system; and 

Figure 6 illustrates information flow in another embodiment of a conditional 
access system. 
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DETAILED DESCRIPTION 

A method and apparatus for using a standard smart card in a conditional access 
system is described. References will be made to communications, links, pathways, etc., 
and it is to be understood that what these terms refer to is information being transferred. 

5 This information being transferred may be in the form of a signal, a series of signals, 
data, or streams of data. The actual mechanism for the transfer of the information is not 
critical to the description or understanding of the present invention and may take the 
form of wired, wireless, busses, optical, or other transmission medium. 

Computing resources may be referred to as well as executing programs, 

10 coupling, and routing data and/or signals in software. What is to be understood is that a 
computing resource, such as a microprocessor, is executing a series of instructions, 
which are causing these operations to occur. For example, the routing of signals and/or 
data may consist of presenting computing results to a memory location, a stack, an 
electrical bus structure, etc. 

15 Likewise, reference is made to application programming interfaces (API). It is 

to be understood that an API is one of several methods to gain access to computing 
resources. The API may consist of software, hardware, or a combination of hardware 
and software. For example, a software API may consist of a call routine. An API 
involving hardware may consist of an interrupt request. 

20 Figure 1 is an illustration of a prior art conditional access system. In Figure 1 

the conditional access (CA) system 100 has three major blocks, a host 102, a CA 
module 110, and a smart card 130. Coming from the host 102 is a data stream 106, 
which may be scrambled. The data stream 106 enters a descrambler 1 12 in the CA 
module 1 10 and produces a descrambled output 1 14. The descrambled output 1 14 may 
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then enter an optional copy protection 116 block and be sent as a copy protected stream 
108 to the host 102 where it is received by a copy protection block 104 in the host 102. 
The copy protection 1 16 in the CA module 1 10 and the copy protection 104 in the host 
102 are optional blocks. For example, at this time the DVB organization has not 

5 specified a copy protection method. Smart card 130 communicates with the CA module 
110 via link 126 with a smart card interface 124. The smart card interface 124 
communicates to the central processing unit (CPU) 120 via communication link 122. 
The CPU 120 interfaces with the descrambler 1 12 via pathway 118. 

An example of an operational sequence would be the host 102 sending a 

10 scrambled data stream 106 to the descrambler 1 12. The descrambler 112 may then 
communicate via 1 12 to the CPU 120 a request for a CA code word required for the 
descrambler 112 to descramble the scrambled data stream 106. The CPU 120 may then 
communicate via link 122 the request to the smart card interface 124, which in turn 
communicates via link 126 with the smart card 130. The smart card 130 may then 

15 communicate back to the smart card interface 124 via link 126 the requested 

information. This information is then communicated via link 122 to the CPU 120 and 
then through pathway 1 18 to the descrambler 1 12, which then uses the information to 
descramble the signal. This descrambled signal 114 then may optionally pass through 
copy protection 116. The signal is then communicated from the CA module 1 10 

20 through link 108 to the host 102 where it may optionally pass through a copy protection 
104. 

Figure 2 illustrates a block diagram of one embodiment of the present invention. 
In this embodiment, the CA system 200 has two major blocks, a host 202, and a smart 
card 230. The smart card 230 communicates via link 226 with the smart card interface 
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224. The smart card interface 224 communicates via link 222 with the CPU 220. The 
CPU 220 communicates via link 218 with the descrambler 212. The descrambler 212 
may receive a scrambled data stream 206 and may descramble it providing a 
descrambled data stream 214. 
5 As can be seen from the prior art as illustrated in Figure 1 and one embodiment 

of the present invention as shown in Figure 2, the functionality of the CA module 1 10 in 
Figure 1 is being substantially performed by the host 202 in Figure 2. Thus, for 
example, the descrambler function in the prior art, which was performed in a CA 
module 110, may in the present invention be performed substantially by the host 202. 

10 Thus, the host may be required to perform replacement functions for some of the 
functionality that the CA module 110 in the prior art performed. 

Figure 3 illustrates another embodiment of the present invention. An existing 
conditional access protocol 310 interfaces with a software wrapper 320 which interfaces 
to a smart card interface 330. The CA protocol 310, may be for example, an industry 

15 standard protocol conforming to a spec, such as the NRSS-B. The software wrapper 
320 presents to the CA protocol 310 the proper signals and/or data such that the NRSS- 
B protocol is met. That is, the CA protocol 310 does not have to be modified to work 
with a smart card because the software wrapper 320 performs those functions that in 
combination with the smart card fully meet the CA protocol 310. The actual interface of 

20 the software wrapper 320 to the CA protocol 310 may, for example, be through an 
application programming interface (API) of the CA protocol 310. Functions that the 
software wrapper 320 may need to perform in order to allow the smart card interface 
330 to operate and/or interface to the CA protocol 310, may for example include, but are 
not limited to such functions as demultiplexing of entitlement management mode 
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(EMM) messages, entitlement control messages (ECM), service information (SI), etc. 
Additionally the software wrapper 320 may need to load descrambling keys into a 
descrambler. 

It is to be understood that the specific implementation of the smart card interface 
5 330, the software wrapper 320, and the CA protocol 310, may all be in software, 

hardware, or a combination of software and hardware. For example, the CA protocol 
310, and software wrapper 320 may be software programs executing on a host's 
resources such as a CPU, memory, non-volatile storage, etc. The smart card interface 
330, may for example, be implemented in hardware and may consist of something as 

10 simple as a receptacle for a smart card to plug into. The smart card may be more 

complicated and consist of, for example, a microprocessor based controller interfaced to 
a wireless transmitter and receiver for communication with a smart card. 

Figure 4 illustrates signal flow in another embodiment. Figure 4 illustrates 
transform functions 414 being used to interface a smart card interface 410 and a 

15 conditional access (CA) applications programming interface (API) 418. CA API 418 
may issue information 420 in the form of signals and/or data that requires a response for 
the CA protocol to operate. The information 420 is received by the transform functions 
414, which depending upon the response required may route the information to different 
destinations. In one instance the information 420 received by the transform functions 

20 414 may be routed unaltered as information 422 to the smart card interface 410. 

Alternatively, information 420 received by the transform functions 414 may be routed 
after some transformation as information 422 to the smart card interface 410. In another 
instance the information 420 received by the transform functions 414 may be locally 
transformed to meet the CA API and then sent as information 416 to the CA API 418. 
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In yet a third instance, there may be a combination of transformations being performed 
by the transform function 414, with some information 422 being sent the smart card 
interface 410, and other information being sent after local transformation as information 
416 to the CA API 418. 
5 Information 412 received from the smart card interface 410 by the transform 

functions 414 may likewise have several destinations. Information 412 received from 
the smart card interface 410 by the transform functions 414 may be passed straight 
through from transform functions 414 as information 416 to the CA API 418. 
Information 412 received from the smart card interface 410 by the transform functions 

10 414 may be transformed locally by the transform functions 414 and used locally in 

combination with other transform results and then may be sent as information 416 to the 
CA API 418, or it may be transformed by transform functions 414 and then sent as 
information 416 to the CA API 418, or it may be sent unaltered as information 416 to 
the CA API 418, or it may be used locally by the transform functions 414 and not sent 

15 on, or a combination of these operations is possible. 

The transformation of the information by transform functions 414 may be via 
software, hardware, or a combination of hardware and software. For example, a simple 
hardware transformation may be inverting the polarity of a signal received from the CA 
API 418. A simple software transformation may be reformatting a smart card status 

20 signal received from the smart card interface 410 into a format compatible with the CA 
API 418. Transform functions 414 therefore is to be understood to provide those 
transformation of information, signals, and/or data such that the transform functions 414 
receives information 420 from and sends information 416 to the CA API 418 such that 
the CA API 418 needs no modifications to operate. Likewise, transform functions 414 
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is to be understood to provide those transformation of information, signals, and/or data 
such that the transform functions 414 sends information 422 to and receives information 
412 from the smart card interface 410 such that the smart card interface 410 needs no 
modifications to operate. 
5 Figure 5 illustrates resources in one possible embodiment of a conditional access 

system. In a CA system 500, computing resources 502 may consist of, but are not 
limited to, a CPU, memory, hardware, non-volatile storage, interfaces, etc. Operating 
system (OS) 504 may consist of, but is not limited to, a standard OS such as Unix, a 
custom OS, or a combination. Conditional access 506 may consist of, but is not limited 

10 to, a standard CA protocol such as NRSS, POD, ATSC-A70, CI, etc. The CA 506 may 
have a driver API 507 for interfacing. Such an interface, for example, may be a 
PCMCIA. Wrapper 508 may consist of hardware, software, or a combination of these. 
Proprietary interface (I/F) 509 may consist of, but is not limited to, legacy code, legacy 
support, special features, API's, etc. Smart card interface 510 may consist of, but is not 

15 limited to, hardware and/or software providing support and interfacing to an ISO 7816 
smart card. 

In the example of CA system 500 as shown in Figure 5, resources such as OS 
504, CA 506, driver API 507, wrapper 508, proprietary I/F 509, and smart card interface 
510 that are in contact with each other have access to those resources. For example, the 
20 OS 504, CA 506, driver API 507, wrapper 508, proprietary I/F 509, and smart card 

interface 510 all have access to computing resources 502. Smart card interface 510 has 
access to computing resources 502, proprietary I/F 509, and wrapper 508. 

In one embodiment of Figure 5, for example, computing resources 502 may 
consist of a host computer in an OpenCable™ compliant set top box or television. The 
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OS 504 may be a version of Linux. C A 506 may be OpenCable™ POD, and driver API 
507 may be the PCMCIA API interfacing to OpenCable™ POD. Wrapper 508 may be 
software, proprietary I/F 509 may be legacy support for a smart card, and smart card 
interface 510 may be an interface to an ISO 7816 smart card. 
5 Proprietary I/F 509 may, but is not limited to, providing support for a smart card 

interface 510 that is non-standard, or providing functional capabilities. That is, recall 
that some functions previously performed by a CA module separate from a host (see 
Figure 1 , CA module 1 10, and host 102) may now be performed by the host (see Figure 
2, host 202). Thus, the wrapper 508 by interfacing with the proprietary I/F 509 and the 

10 CA 506, may provide support for functions and/or non-standard interfaces to smart 
cards. For example, a manufacturer may have developed a system with a proprietary 
interface to a smart card, yet now wants to use a standard CA protocol. In such a 
situation, the best approach may be to use some or all of the originally designed 
functionality rather than totally redesigning the system. Wrapper 508 may provide the 

15 interfacing needed between the proprietary I/F 509 and the CA 506. That is, the 

manufacturer by using the present invention may couple their smart card proprietary 
interface to an industry standard conditional access protocol. 

Figure 6 illustrates information flow in another embodiment of a conditional 
access system. Figure 6 shows a CA system 600 indicating information, data, and/or 

20 signal flows denoted by arrows. Each block, by necessity for clarity, is a high level 

representation of the function and may include hardware and/or software. For example, 
hardware (HW) block 602 refers to computing resources such as a CPU, memory, 
storage, etc. HW 602 is capable of communicating directly with a conditional access 
(CA) 604 block, a software interface (SW I/F) 606 block, and a wrapper 608 via 
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communication link 612. HW 602 is also capable of communication with smart card 
interface (SC I/F) 610 block via link 616. CA 604, SW I/F 606, and wrapper 608 can 
communicate with SC I/F via link 614. Additionally, CA 604, SW I/F 606, and wrapper 
608 are connected to each other and may communicate with each other as indicated by 
5 the arrows showing such connection to each other. 

While the above embodiment examples illustrate some possible configurations, 
it is to be understood that one practiced in the art may implement the functions in a 
variety of ways. For example, the transformation functions that enable a smart card to 
interface to an existing CA protocol may be implemented by dedicated proprietary 

10 software and/or hardware, or may be standardized as an APL These API's may be 
viewed as providing replacement functions that are necessary to interface between a 
standard smart card, such as an ISO 7816 smart card, and a standard CA protocol API, 
such as the NRSS-B PCMCIA APL The transformation functions may be also be 
implemented within an integrated circuit (IC), a processor or series of processors 

15 executing code, a dedicated controller or controllers, etc. Different CA protocols may 
be established in the future, which with the proper interfacing will allow the use of a 
smart card. 

Likewise, it is to be understood that references to specifications or standards, 
such as NRSS-B, ISO 7816, etc., does not imply that the present invention requires a 
20 full and complete implementation of the entirety of a referenced specification or 

standard to be operable. For example, an ISO 7816 smart card interface is a smart card 
interface that complies substantially with ISO 7816 such that there is a minimum 
operable state of functionality allowing operation for the intended purpose or purposes. 
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Thus, a method and apparatus for allowing the use of a standard smart card in a 
conditional access system have been described. Although the present invention has 
been described with reference to specific exemplary embodiments, it will be evident that 
various modifications and changes may be made to these embodiments without 
departing from the broader spirit and scope of the invention as set forth in the claims. 
Accordingly, the specification and drawings are to be regarded in an illustrative rather 
than a restrictive sense. 
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CLAIMS 

What is claimed is: 

1 1. A conditional access (CA) system comprising: 

2 a computing resource configured to run a CA protocol; 

3 a smart card interface; and 

4 a software wrapper configured to couple the smart card interface to the C A 

5 protocol. 

1 2. The CA system of claim 1, wherein the smart card interface complies substantially 

2 with International Organization for Standardization standard 7816 (ISO 7816). 

1 3. The CA system of claim 1, wherein the CA protocol is selected from the group 

2 consisting of National Renewable Security Standard Part B (NRSS-B), OpenCable™ 

3 Host Point Of Deployment Interface Specification (POD), Common Interface 

4 Specification for Conditional Access and other Digital Video Broadcasting Decoder 

5 Applications (CI), and Conditional Access System for Terrestrial Broadcast (ATSC- 

6 A70). 

1 4. The CA system of claim 1, wherein the software wrapper is configured to run on the 

2 computing resource. 

1 5. A smart card interface comprising: 
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2 a smart card receptacle for coupling to a smart card to communicate smart card 

3 signals; 

4 a Personal Computer Memory Card International Association (PCMCIA) 

5 Application Programming Interface (API); and 

6 wrapper software interfacing the smart card signals and the PCMCIA API 



1 6. The smart card interface of claim 5, where the PCMCIA API is a CA API. 

1 7. The smart card interface of claim 6, where the smart card signals are received from 

2 an ISO 7816 smart card. 



1 8. A conditional access (CA) system comprising: 

2 means for executing a CA program; 

3 means for coupling to a smart card interface; and 

4 means for executing interfacing software. 

1 9. The system of claim 8 wherein interfacing software comprises: 

2 means for coupling to smart card signals; 

3 means for coupling to the C A program API; and 

4 means for routing the smart card signals to and from the CA program. 

1 10. A conditional access (C A) method comprising: 

2 routing signals received from a smart card interface to interface software; 

3 coupling an output of the interface software to an API of a CA protocol; 
80398JP323 16 



4 coupling an output of the CA protocol to an input of the interface software; and 

5 routing output signals of the interface software to the smart card interface. 

1 1 1. A conditional access (CA) method comprising: 

2 routing smart card signals to interface software executing on a first computing 

3 resource; 

4 coupling the inputs and outputs of the interface software to a C A protocol 

5 executing on a second computing resource; and 

6 executing a software wrapper program on a third computing resource coupling a 



7 smart card interface to the CA protocol. 

1 1 2. The method of claim 1 1 wherein the first computing resource, the second 

2 computing resource, and the third computing resource are a common computing 

3 resource. 



1 1 3. A method for interfacing to a conditional access protocol, the method comprising: 

2 receiving signals and data from a smart card interface; 

3 transforming the received signals and data from the smart card interface into a 

4 format compatible with the conditional access protocol; 

5 presenting the transformed received signals and data from the smart card 

6 interface to a conditional access system implementing the conditional access protocol; 

7 receiving from the conditional access system signals and data; 

8 transforming the received signals and data from the conditional access system 

9 into a format compatible with the smart card interface; and 
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10 presenting the transformed received signals and data from the conditional access 

1 1 system to the smart card interface. 

1 14. The method of claim 13 wherein the smart card interface is an ISO 7816 smart card 

2 interface. 

1 15. The method of claim 13 wherein the conditional access protocol is a standard 

2 conditional access protocol. 

1 16. The method of claim 15 wherein the standard conditional access protocol is 

2 selected from the group consisting of National Renewable Security Standard Part B 

3 (NRSS-B), OpenCable™ Host Point Of Deployment Interface Specification (POD), 

4 Common Interface Specification for Conditional Access and other Digital Video 

5 Broadcasting Decoder Applications (CI), and Conditional Access System for Terrestrial 

6 Broadcast (ATSC-A70). 

1 17. A conditional access (CA) system comprising: 

2 a first computing resource configured to execute a NRSS-B protocol; 

3 an ISO 7816 smart card interface; and 

4 a software wrapper configured to execute on a second computing resource to 

5 couple the ISO 7816 smart card interface to the NRSS-B protocol. 



1 



2 



1 8. The system of claim 17 wherein the first computing resource and the second 

computing resource are a same computing resource. 
80398P323 18 



1 19. A machine-readable program storage medium tangibly embodying information 

2 allowing a machine to perform a method for conditional access, the method comprising: 

3 receiving signals and data from a smart card interface; 

4 transforming the received signals and data from the smart card interface into a 

5 format compatible with the conditional access protocol; 

6 presenting the transformed received signals and data from the smart card 

7 interface to a conditional access system implementing the conditional access protocol; 

8 receiving from the conditional access system signals and data; 

9 transforming the received signals and data from the conditional access system 

10 into a format compatible with the smart card interface; and 

1 1 presenting the transformed received signals and data from the conditional access 



12 system to the smart card interface. 



1 20. A conditional access (CA) system comprising: 



2 a first computing resource configured to execute a first CA protocol; 

3 a second computing resource configured to execute a second CA protocol; and 

4 a third computing resource configured to couple the first computing resource to 

5 the second computing resource. 

1 21. The conditional access (CA) system of claim 20 wherein the second CA protocol is 

2 not an industry standard CA protocol. 
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1 22. The conditional access (CA) system of claim 21 wherein the second CA protocol 

2 interfaces to a smart card. 

1 23. The conditional access (CA) system of claim 20 wherein the third computing 

2 resource configured to couple the first computing resource to the second computing 

3 resource is further configured such that the second CA protocol is substantially 

4 compliant with the first CA protocol. 

1 24. The conditional access (CA) system of claim 20 wherein the first computing 

2 resource, the second computing resource, and the third computing resource execute code 

3 on a single processor. 
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ABSTRACT 

A conditional access system and method are disclosed allowing the use of a 
standard smart card. A computing resource configured to run the conditional access 
protocol has a smart card interface and a software wrapper configured to run on the 
computing resource coupling the smart card interface to the conditional access protocol 
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APPENDIX B 



Title 37, Code of Federal Regulations, Section 1 .56 
Duty to Disclose Information Material to Patentability 

(a) A patent by its very nature is affected with a public interest. The public interest is best served, 
and the most effective patent examination occurs when, at the time an application is being examined, the 
Office is aware of and evaluates the teachings of all information material to patentability. Each individual 
associated with the filing and prosecution of a patent application has a duty of candor and good faith in 
dealing with the Office, which includes a duty to disclose to the Office all information known to that individual 
to be material to patentability as defined in this section. The duty to disclosure information exists with respect 
to each pending claim until the claim is cancelled or withdrawn from consideration, or the application becomes 
abandoned. Information material to the patentability of a claim that is cancelled or withdrawn from 
consideration need not be submitted if the information is not material to the patentability of any claim 
remaining under consideration in the application. There is no duty to submit information which is not material 
to the patentability of any existing claim. The duty to disclosure all information known to be material to 
patentability is deemed to be satisfied if ail information known to be material to patentability of any claim 
issued in a patent was cited by the Office or submitted to the Office in the manner prescribed by §§1 .97(b)-(d) 
and 1.98. However, no patent will be granted on an application in connection with which fraud on the Office 
was practiced or attempted or the duty of disclosure was violated through bad faith or intentional misconduct. 
The Office encourages applicants to carefully examine: 

(1) Prior art cited in search reports of a foreign patent office in a counterpart application, and 

(2) The closest information over which individuals associated with the filing or prosecution of a 
patent application believe any pending claim patentably defines, to make sure that any material information 
contained therein is disclosed to the Office. 

(b) Under this section, information is material to patentability when it is not cumulative to 
information already of record or being made or record in the application, and 

(1) It establishes, by itself or in combination with other information, a prima facie case of 
unpatentability of a claim; or 

(2) It refutes, or is inconsistent with, a position the applicant takes in: 

(i) Opposing an argument of unpatentability relied on by the Office, or 

(ii) Asserting an argument of patentability. 

A prima facie case of unpatentability is established when the information compels a conclusion that a claim is 
unpatentable under the preponderance of evidence, burden-of-proof standard, giving each term in the claim 
its broadest reasonable construction consistent with the specification, and before any consideration is given to 
evidence which may be submitted in an attempt to establish a contrary conclusion of patentability. 

(c) Individuals associated with the filing or prosecution of a patent application within the 
meaning of this section are: 

(1 ) Each inventor named in the application; 

(2) Each attorney or agent who prepares or prosecutes the application; and 

(3) Every other person who is substantively involved in the preparation or prosecution of the 
application and who is associated with the inventor, with the assignee or with anyone to whom there is an 
obligation to assign the application. 

(d) Individuals other than the attorney, agent or inventor may comply with this section by 
disclosing information to the attorney, agent, or inventor. 
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